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Eey Details
Designnted Snfegfunrding Lond
HONd SCRUMSF - Krs Engiic mifenion
DePuLY HORd SCRUNEF - Riss BOUKy Lungiey (DePputy DEL)
SEECe - EFrs CRRrii Enrper
HERIMCU GOVernor With ISRd FOSPORSIBIIINY: ES JO SRR

This polioy will be revicwed regfulnriy. 1o Wil
AISO be revised following nny CORCSFrAS nnd/er
UuPCERTSS $0 nRnvionnl and Ioonl guldnnoe or
Proocdure.



arange PFrimary Sonool Oniine
Snfevy rFolioy

1. POlioy Rims

e THC PUFPOSC OFf Crange Primary SCRool online sarety
policy is to:

o Safcecguard and Proveest all mempers of Grange
Primary School community oniine.

o IdCeHmGIPY APPIrONACHES GO cHducAtC and raisc
Awarcness of online sarfety througnous tnhe
communisy.

o ENABVIC AL STAFE $O0 Work safcly and responsiply, 6o
rolc model positive behaviour oniine and 0
MANRNEC proffessionial standards and practice
when using tCCcnnology.

o Identify clear proccdures o usec wnen
responding 60 ORIINeG SAFfety CONCCIrns.

o CGrange Primary Scnool identifics that the issucs
classificd within online safcty arc consideraplic, bus
CAan Be Hroadly ceatcgoriscd into CRICC Arcas of risik:

o CORUSES:beIing cxposcd $0 11lcEnl, iInappropriaste
oFr RArmul maserial

o UORSAGN: Being subjcecvtecd SO0 harmful oniine
interaction witih otRCr USCrS

o Uonduet:pcecrsoniloniine behraviour SRAG
increasecs the I1keliinood of, OF CRUSCS, RN,

n. Polioy Soope



o CGrange Primary Scnool belicves Shat online safesty is
AN esSsSCnGIAl PpAFrs of safcunrding and acknowicdges
168 dUutY GO CRSUFC CHRAC Nl ICAFNCES AN STALE Are
prosececucd From potential harm oniine.

o Grange Primary School identifics that the internes
and associnted devices, SUCH IS COMPUuters, taviecss,
MOBHIiIC PHONCS AN ENMECS CONSOICS, AFC AN IMPOrTANG
PArs of cwveryday life.

o Grange Primary Scnool velicves that Icarners snould
BeC cmpowered o build resilience and G0 develop
stratcgics $0 manage and respond $o risk oniine.

e This policy applics O All STAFE including the
soverning Hody, ICAadCcrsinip SCAam, GCACHECES, SUPPOIrS
SGAFL, CRUGCIrNAI CONTGIACTONrS, Visitors, volunteecrs and
other individuals wiho work £or, or provide scrvices
on behalf of the setting (collectively referred o as
“sStafe” in Chis POlicy) 2SS WEll AS ICAFNCrS, PArenss and
CAreCrs.

e This policy ppIlics $O ALL ACCECSS U0 Che internet and
use of SCChnoloLy, including personal devices, or
WHRECKFC ICAFNCES, STALF oFr other individuals have been
provided with setting issucd devices for use ofr-sise,
SUCH S A WOrk Iaptops, tabicts or mopilc purones.

B.1 Links with other polivies nnd prassioes

o TS policy IInks wWith sSeveral other policies,
practices and acvion pians including:

o COodeC o CORndUCT/STALE: behaviour policy

o CGhildprotection policy

o Guirriculum policiecs, SUCHK aAS: Computing,
Personal Social and HeAICh Educasion (PSHE),



Civizensikip and Relationships and SCx Education
(RSE)
o DAGA sSceurity (GCDPR)

Hontvoring nnd Review

TCCRhRNOIOLY in this aren cvolves and ChRanges
rapidly. Grange Primary Scnool will rreview Chis
POLICY NG ICAST ANRNUALLY.

o The policy will AIs0 be reviscd following any
national or Iocal policy requirements, any child
ProtCcetion CONCCINS OF ANy Changes o the
tecennical infrastructure

wWe will regularly monitor internes use and
CUALIUNAGEC ONIINEG SNFCTY MCChRARISINS $O0 CRSUNC CRNT
Chis policy is consistently applicd.

TO CHSUNre tHCY RAVEe OVersignes of online sarfesy, Ghe
Head seacherwill e informed of online safcecsy
CONCCINS, NS APPropriace.

THe namecd governor ror sarfcgunrding will repors
ORN A rFegular hasis o the governing vbody on onliine
SAafety pracovice and incidensts, including outcomes.
nny issues idenstificd via monisoring will be
incorporatcd into our acvtion pianning.,

THe Designatecd Safcguarding Lead (DSL) has Iead
responsipilicy for online saresy.

Grange Primary Scnool recognisecs that all
mMempers of thhe¢ COmMmunity RAave importans rrolcs



4.1 The Icndersiip and Manngemens Senm wilis

ENSUNre that online sarfety is viecwed as a
safcgunrding issuc and that practice is in Iine with
national and Iocal reccommendantions and
requircemenss.

ERSUFC CHCIC AC APProprinte and up-so-tadase
poligics regarding oniine safctys including a stare
code of conduct/chaviour policy, which covers
accecptapic use of SCCRnoloLy.

ENSUNFC CRAC SUultabic and appropriase riisering and
MOonitoring SYStCms are in pince and work with
tCeRRICAI STAFE $O0 MONItor the SAFfety and sScouricsy
OFf OUuN SYSGTCMS AN ReTWOorKks.

ERSUure that online safcecty is cmbecddecd within a
progressive curriculum, which cnapies all
ICArNCrSs 0 dCewelop AN Ngc-appropriaste
understanding of online saresy.

SUPPONrt the DSL And any deputics by ensuring they
have sufficicnt time and resources o fulfil sheir
online safety responsibilivies.

ERSUre tHeIre Are rovuss reporsing cnannels ror
e COMmMMUNRITY $0 NCCCSS regarding online sarcty
CONRCCIAS, including intecrnil, Iocal and nasional
SUuPPOors.

ERSUFC CHAC APPropriate risSk ASSCSSMMenss are
undertaken regarding the safec use of tCChRnologLy.
Rudit and crvaluate oniine safety practuice o
ldentify SCrengEtns and arceas for improvemenst.



4.2 The Designnved Snfegtunrding L.end (DEL)
Wikls

RCT AS A NAMCH POInG Oof CONGACT on nllonliine
safcguarding issucs and Iiaisc with otHReCr MCmMbHers
OFf STAFPL OF OTHCI NECNCICS, NS APpProprinse.
Workalongside depusty DSLS $0 cnsure online sarcsy
is recogniscd as PArs of the Settings safcguarding
responsipilitics and CR2t A COOrdinatcd APProAcCa is
impicmensecd.

ENRSUNFe A1l mMembers of Stafe receive recgular,
UP-S0-¢tNTGC AN DAPPrOPIriAate oONniine sSnrfevy training.
ACCCSS FCEUIAX And APPropriaste sraining and
SUPPOIrt G0 CNSUre thcy understand the unigue
FISKS associntcd with online safety and have the
relevant knowlcdsgEe and up o date required o kecep
ICAaArners safec online.

RCCCSS rFegular and appropriaste tsraining and
SUPPOIrs GO0 CUSUre tHey receognise the addisional
FISKS ChA0 ICArners with SEN and disapilivics (SEND)
face onliine.

HeeP upP-to-tinteC With CUurrent FeSCArcin, icgisinvcion
and Srends regarding online safety and
communicase this with the communicy, as
appropriase.

WOork with Staff o coordinate participasion in
IoCGAal and navtionil cucnts 0 Promove posivive
onliine HbCRAVIOUNr, SUCH S SAfCr INtCrnes DAY.



ERSUre that online safcoy is promoved 60 paArecnts,
carers and the wider communisy, SRrough A variesy
OFf CRANNCIS AN APPIOACHES.

HAaintain records of oOnline Safecty CoOnceCrns, as welil
AN RCTGIONS CAICH, AN PAFS OF CHE SCLTInES
safcgunrding rcocording meocnanisms.

Honitor online sSafety incidents o identiry gaps
and Srends, and use this data $o updase Che
CUHUuCACION FESPONSE, policics and procedures.
RCPONrt online SAFfecty CONCCInS, NS aAppropriase, o
CHe Setting managemens tcam and Governing Body.
Work with the icadersinip tcam $o review and
updase online safecty policics on A recgular basis (a6
ICASS AannuAlly) with stakchnolder input.

Meet regularly (with the governor with a iead
FeSPonsipilivy For sarfcguarding andonline saresy.

4.3 19 i V@ FeSPORSIDIIICY OF NIl MSMbers of
SURLE 902



4.4 I0 1% She resPOoRSibiIity of SORFF munngingt
Ohe SeohRionl environmens 903

Provide tCcCRRiCAI SUPPOrs Aand perspecsive o the
DSL and Icadersihip team, cspeecinily in Che
deveiliopment and implicmentasion of appropriaste
online safety policics and proccdurecs.

IMPICIMCRT APPIOPrINGE SCCUFITY MCASUINCS NS
dircctecd by the DSL and Icadersnip tcam $0 CusSure
NG CHEC SCUTINES IT INFrastructurc/systecm is
SCCUre and not opcn o misuse or malicious AGCGACIK,
WEhIISS allowing icearning opportunisies o be
maximisced.

ERSUre that our fiiscring policy is applicd and
updasecd on A regular basiss responsibilicsy for its
impicmentation is sharcd with Ghe Ieadersinip
SCAaMm.

ENSUNFC CRNt oul MORIGOFINE SYSTECMS Arec applicd
and updascd on A regular basis;s responsibiliicy rox
1ts impicmmentation is sharcd with the lIeadersinip
sSeam



ERSUFC APPropriate access and secennical Suppors
is gilven o the DSL (nd/or deputy) to our fiisering
and monistoring Systems, o cnabic them 6o Sake
appropriase safcguarding acvion if/wnen requirecd.

4.5 10 15 S G FeSPORSIDIIICY Of ICRFrRers (Rt n Isvel
ORNY 1N APPrOPrinte 90 thelr indiviaduni nge nund
ABLILSY) v6s

4.6 IV 15 V@ FesSPORSIDIIICY OFf PRFreRts nund
TRFers 902



5. HuCRSIon nnd ERngngcmens
RPPronohes

B.1 HMuoRnvion nnd cngngcement With ISNraers

e THe sctting will cstablish and cmped A progressive
OoRniine SNfety Curriculuin ¢o rFaisec Awarcness and
ProMOote SAFC And FCSPOonsSivic INCCINCTt USC AMONEST
1IeAaArners vy:

o Ensuring cducation regarding safec and
FCSPONSINIC USC Preccles INTCINet NCCeSS.

o Including online sSafety in Personil, Socinl, HCAICh
and EConomic (PSHE), ReIntionships and SCX
Education (RSE) and COMPUting Programmes of
study.

o Reinforcing online sSafecty messages wnenever®
tCChnologLy or the internes is in use.

o Educating learners in thhec cffeetive use of the
internes o rFesCarcn;s including the Skills of
Eknowilcdsge location, retricval and cvaluation.

o TeACKINE ICArners o He crivically aware of thhe
mMAateriils they read and SHown Row o validase
information Hberfore accepving its AccCuracy.



e THE SCtUing Will SUPPOIS ICArNers o read and
understand the accecptaplic use policies in a way
Which Suits Sheir age and abillity by:

o DISPIAYINE ACCCPTADVIC USC POSTErS in Al FOOMS
WiCHh INGCINCT NACCCSS.

o Imforming learncrs that nectwork and interncs
use will e monisorcd £or sarfety and scourity
PUFPOSCS And in Accordance with Icgisintion.

o Sececking learnecr voicec when writing and
developing oniine safcty policics and practices,
including curriculum develiopment and
impicmentasion.

o USINE SUPPOrs, SUCK 2SS cxternal visitors, wihere
APProPrince, o compicment and SUPPOIrs Our
internil online SAfety CaucaAtion APProacnes.

o CGrangec Primary Scnool rceccogniscs that some
ICAFNCES AFC MOFC VHINCIADIC ORIINEG due $O0 A Fange
Of £PACTOrsS. ThHis MYy include, but is not Iimitcd o
Children in care, Children with Special Edueational
Necds and Disapilivices (SEND) or mental Realth
needs, Childrren with English as an addisional
Iangunge (ERL) and childirren Cxpericncing srraumn
OF 10SS.

o CGrange Primary Scnool will cunsure Shat
differentiated and ability appropriate online
SAFCTY CHUCATION, ACCCSS And SUPPOry is provided $o
vuinerapic icarncrs. Wnen impicmenting an
APProprinte online sarfety policy and curriculum
Grange Primary School will scek inpus £rom



B.8 Tratntng and cngngeoment with sSonfs

Provide and discuss the online safecty policy and
proccdurcs witih all members of SCAre as pars or
induction.
Provide up-to-tdatec and appropriatec online sarfety
Sraining For A1l SCTALFE ON N FCEUIAX HASIS NS PAFS OF
CRisting safcgunrding tsraining.
o 'This will cowver the potential risks posecd GO
IcAarners (Content, Contact and Conducst) as well
as our professionil practice cxpeetations.

Oof tHhe Setting, including personil use of social
medin, could RAVEe AN iIMmMpPAct on Sheilr professional
rolc and reputasion.

HISKRIIELRt uscful caducasional resources and Gools
WhHICK STALF SHOUIU USC, ACCOrding o the nge and
A0i1iGy of Che ICAFrNners.

ENRSUFC ALl MMCMDECES OFf STALE AXrC AWwWare of the
proccdures o foliow regarding online sarety



B.4 RWRFreuesSsS NNnd cngngement wWith PRrents
ANd onrers

o Grange Primary SCnool recofnises CRAG pArencs
AN CArCrsS RAVE AN CSSential role 6o pIay in
cnabling children and young pcopic 0 bCCome safe
and responsiviec users of the internes and
associated secnnologies.

o We Will builld A PAFCHMCIrSHID APPIOACK GO Online
SAFCCY WItH PArCents and carers by:

o IProwviding informastion and Suidance on oniine
SAFCOY in A variesty of FOrmascs.

This will include offering speecifric onliine
SAFCTY AWArCHEeSS training and RighliShoting
ORIINEG SNFCTY AT OTHCE CUCHES SUCK NS
PArent cvcnings, transivion cvenss, fetes
ANd SPOrss days.

o DIrawing theilr AttCenvion o Che oniine sSarfety
Policy and Cxpectations in ncwslcetters,
ICGTCErS, OUl PIrOSPCCTUS A nd On our wepsise.

o RCUUECSTGINE CRNCG ey read oniine saresy
infOormation as pars of joining our communisy,
fOor cxamplic, within our ROMe SCROOI
agrecemens.

o Reguiring tHCem GO FCAd Our NCCCPTAabICc use
policics and discuss the implications with theilr
children.

6. Roduoing Onitune Risks



o Grange Primary ScChool rceccognisecs that the
internes is N constantly changing ecnvironment
Wit HCW APPS, tdecvices, wehbsites and material
CMMCIrEIng At A rapid pace.

o We wills

o Regularly rewvicw the methods uscd 0 identiry,
assecss and minimise online risks.

o EXaminecmerging tcennologies ror
cducational benerit and undertake
APProPrinte FiISk AasscESsSmMenss before use in the
setting is permisted.

o ENRSUNFC CRACAPPIroprinse filisering and
MOonitoring is in piace and take all reasonapic
PrCeCANTGIONS GO0 CRSUNFC TRAT USCES CAn Only
Access appropriate maserial.

o Due to the LIobal and conncestcd nature of the
inGCIrney,; it is not POSSIDIC U0 SuUNFrANntCe tRAG
URSUHICADIC MAGCFIAI CANNoOt e Accesscd vin our
COMPUutCers or gdewvices.

e RIIMCMHCIrS Of e COMMUNRITY NFC MAUC AWANre of
OUI CXPCCTATIONS FeEAFrdIngE SAfec and Appropriate
Behaviour oniine and tHe iImMportance of not posting
ANY CONGCNT, COMMEnRSS, imnges or videcos which
COUId CAUSC RN, HiSTICSS OF OfFCNCC U0 MBS
of the communicy. This is cicarly outiincd in our
Aacccptapic use policics and Righiigntcd CRIFOUSER A
varicty of caducation and training appProacnes.

7. Snfer Use of Toohnology



o Grange Primary SCHRool usSeCSs A wide range of
SCChNnoloLy. ThiS InCIUUACS ACCCSS 02

o COMBUGErS, IAPGOPS And other digital devices
(eg. 1Pads)

o INMGErnet WwhiChk mMay inciunde SCarch cngines and
cducasional wepsises

o IEMA:RIL

o GAMECS CONSOoICSs and oCher games-pascd
scchnologies

o DISICAL CAMMCIAS, WECH CAMS and vidCco CAMmMeCIras

e RIlsSectting owned dewvices will be usecd in
ACCOordance with our acceptabliec use policies and
WICH APPropriatec Safety and SCCurity measures in
pIAace.

e HMCIHMBECES OFf SCAFE Will Always cevaluatec wepsises,
SOOIS And APPS PUILY DO C USC IN THE CIASSI 00 O
reccommending PO USC AC home.

e THE SCUTINE WIll USC AEC APPropPriate SCArch Gools
Following an informed FisSk assessments, U0 identifry
Which 00l HEeSU SUItS Che necds of our communisy.
Childrcn SHOUuld ATWAYS USC A ‘Child safe’ version of
GOoOoglC FOr SCArcChHRINgE, SUCHK AS SAafescarchkids.com
OoFr kidrex.orsg.

¢ Supervision of icarnecrs will vpe appropriaste to
Shelr age and apilicy.

o HRFly YORrs roundnvion Songe nund Ecy Songe 1
» RCCEeSS U0 the internest will e by aduls



- Koy Songen
LCAFNECrS Will HSC AEC-APPIrOPIIAGe SCArCh
cugines and online G0ols.

CHRSUurcd Shat our SCUHUIng NS AgeC and AHIIICY
appropriase riisering and monisoring in piace, o
IIMiC ICArner*’s CXpPosure o oniine risks.

e THC EOVCIHNOrs Amnd ICAUCES AFC AWANre of the neced to
prevent “over DIoCKking”, as ChNt MAY URFCASORNDLY
FCStrICt WRATG €N BC CAUEHT, WIth regards 6o online
activisics and safcguarding.

o Our deecision recgarding rilsering and monisoring
Ras becen informed bY A Fisk asscssmens,
considering our specific neccds and circumstances.

o ChHAaNnEEes U0 The Filtering and MOonitoring APProacin
will Be Fisk asscsscd Y SCAFff with cducasional and



tCeRnicAl CXpericnce and, WRCIre appropriaste, with
conscnut £rr'om Ghe Ieadersiip tecams all changes 6o
the Filsering policy are loggcd and receorded.

e THe IcAadersnip tcam will ensure that regular
CRCECKS Arc made $0 cnsure that the filsering and
monisoring mecthods are efrecvive and
appropriase.

e RIIMCHMIDCES OF SCAFE AXC AWANC TN CTHECY CANNOT
rely on filtering and monitoring alone o sarcguard
ICArNEers;s cfrective CInsSsSroom managemens and
FCEUuINr CHuCACIONn DHOoOUust Snfec and responsivic use is
cssential.

8.2 Fiisering

o Educastion broadband conncetivitsy is prowvided
CRHIrough ESSCX Education sServices.
¢ We use 2 filsering system which bIoCks sitecs which
CAN BC CRCCLOrisSC NS: POrNOLIrAPRY, FAacCIAal hatred,
CRGIremism, gaming and sites of an lllcgal nAature
e THhe Filtcring systcem HIoCKkS all sites on the
INtCrnet Watch Foundation (XwWr) 1isc.
e We Work with ESSCX Educeation Scrvices o cunsure
SRt our Fiivscring policy is continually reviewed.
o IFICarners discover unsuitapiec sites, they will ve
recquircd $o:
o RCPOrt the concernimmedinte 6o 2 memper of
SCArL.
o THC MCMmMBCE OF SCAFL will FCPors thhec concern
(including the URL Of thhe site if possiplic) o the
DSL (Or depusty) and/or sceRnical stare.
o THE Breach will e rececorded and cseCalated as
appropriase.


https://www.iwf.org.uk/

o Parcmumts/carers willbe informed of Filsering
Breacnes involving sheir child.
o ARy maserial belicved o be lllegal will be reporsed
immediately G0 CHE APProPrinte agencies, SUCK AS
CHe IWFE, ESSeX Police or CEOP.

7.5.4 Hontsoring

o Personildata will be reccorded, processcd,
sransferred and made availlaplie online in
accordance with General Data Protecetion
REEUINGIONS And DAGA Protcecetion Icgisiation.

o Fullinformation can e found in our
information sceurity policy, which ean be
found on our SCHOOI wechsite.

B Secouwrity nand Ennngemens of rnformavion
SYSoCIAS

e WE GAKC NPProprinte StCPpSs $0 CNSUre the scocuritsy
OFf our information SysStems, incliuding:

o Wirus protcetion being updascd regularly.

o ENCryption FOor personildata sens over the
INGCIrNet or taken off site (Such as via porcvaviec
MMCUHIN STOFAEC) O NCCCSS Via appropriase
SCCUINC IFCIMOTE ACCCSS SYSTEMmS.



o HOGusing portabic medina without speeciric
permissions portapic media will ve cnecked by
AN ARCL-virus /malware Scan before use.

o NOGdowWRIOAUINE UNAPPI'OVCH SOFTWANrC GO WOrk
dewvices or opening unfamiiinr cmaill
AGCACHMCHNES.

o Regularly cnecking filcs Reld on our nCtworik,

o THE APPIrOoPrinte use of uscr lIogLins and
PASSWOrdS GO ACCCSS OUF RCTWONrIK.

- Speeific uscr Iogins and passwords will vbe
cnforced ror A1l Hut tHeC Yyoungess users.
o RI1USCES Arec cxpeeted o 108 o or 1I0Ck Chelr
sSerecens/devices if SYStCms are unastsended.

5.1 Passweord polioy

e RIImempers of Staff will have theilr own unigue
USCERAMMC AN PILIUATGE PASSWOLrUS 0 ACCCSS Our
SYSTCIMS3: MCMBECErS Of STAFf are responsiovie ror
keceping Cheilr password privaste.

e FIFOM JCAN I, ALl ICAFNCIS A C provided with Shelr
OWR URIQUC USCIRAMC AN PrIVATGC PASSWOrds o
ACCCSS O SYSTCINSS ICAFNCES AFEC Fesponsibvic ror
keceping thelr password privase.

o We rcquire all usecrs to:

o USC STIFONE PASSWOrds FOr Access into our
SysStem.

o RIWAYS KkeCP Cheir PASSWOord privatcs users
MUSS 1Ot SEAre it with others or Icave it where
Oothers can find ic.

o HNOT GO0 IogiNn NS ANOTHCE USCE AT ANY time.



We will ensure that information postcd on our
websitec meess the recguircemenss as identiricd by
Che Departmens for Education (DLE).

We will ensure that our wepsite compliecs with
Suildelines for publications including:
Aaccessipilivys data protections respeecs ror
intelicectuil Propervy rignts; privacy policics and
COPYrigins.

SR or Icarner’s personil information will not be
Publisncd Oon oulr WeHSites tIe CONntACS details on the
website will He our SCtting address, cmail and
SCICPRONEC NUMHECX’.

THC AdMINISTIACOr ACCOURT FON OUNr WCHSItC Will be
SCCUurcd witih an approprincely Strong password.
We will pOStS appropriate information 2Hous
safcguarding, inciluding online sarfevy, on our
wehbsite for mempers of the communicy.

77 Pubiishing nnnges and videos Oniine

We will ensure tuat all images and videos sharecd
oniine arec uscd in accordance with the associated
polices, including (out not Iimited $0) CHC: CAMECIAS
and iMAEC USC, dAGAR SCCUurity, acccptapic use
policiecs, codes of conduct/chaviour, Social media
and use of personil devices and mopilic punones.



in line with other policies, including
confidentiality, accecptabic use policics and the
code of conduct/chaviour policy.

o "THEe forwarding of any chain messages/cmails
is mot permisted.

o SPAM or junik mail will be biockecd and reporsed
0 Ghe email provider.

o RNy clcetronic communication which contains
scusitive or personil information will only e
sSCcnt using sccure and ecncrypscd cmail.

o SCtting emall addrressecs and other official
CONGACT details will not e uscd For sSetting up
personil social medin accounts.

¢ HMCmMmMBbCr'Ss of thhec community will immediasely sell
Che Head teacher if they receive offensive
communicasion, and this will be recorded in our
safcguarding rilics/rcecords.

7.8.1 SORET cmnil
o THCUSC OFf PCIrSonAl CMALI AUUAFCSSCS DY STALE fOr

any official sctting business is not permisoed.
o RIIMCMBEerSs Of SCALFE are providecd with an cmail
Address o use ror all ofricial communicasion.
¢ HMCIMBHCIS OFf STAFL D' C CNCOoUragecd $O0 have an
approprintec work lifec vhalance wnen responding o
cmail, especinlly if communication is taking piace
BDCTWEECH STALE, ICAFNCIS AN PArents.

711 Ennngement of Appliiontions (Mpps) used 90
Reoord Uniildren’s Progress



£OI e SCCUurity of any data or images nelid or
cChildrecn. AS SUCHK, they will ensure that the use of
SrACKking SyStems is Appropriately risk assesscd
PIrior GO USC, ANd CRNTG CHEY Arec uscd in accordance
WiCH data protvcetion Icgisiation, including the
General Dacsa Prosvcecetion Reguiations (CDPR) and DAGA
Protcetion icgisiation.

©)

only learnecr issucd devices will be uscd ror
APPS CHNG FCCOord And STOre ICAFrners’ personial
detalls, astainment or pROGOErAPhS.

PCrsonil Starff moyilc phrones or dcewvices will
HOT DC USCHU TGO ACCCSS OF UPIOAU CONTECNT GO ANY
APPS WHICK rFeeord and STOore Iearners’ personal
detalls, AttSARINnMens or images.

Dewvices will e appropriastely enerypsted ir
taken off Sitec, U0 rFeduce the risk of 2 data
SCCUurity Hrecach, in the cvent of 10ss or Chers.
RII usecrs will be adwviscd regarding sarfevy
IMCASUINFCS, SUCHK S uUSing SCIrong PASSWords and
I0LLINngE ount Of SystCms.

PAarcmnts and carers will e informed of Che
CRPpCeCtAtIions regarding safe and appropriase
usSeC, Pprior o being given nccess;s For cxamplie,
HOt SHAFINE PASSWOrds or images.



¢ THEC CXpCCLAtIoOnS® regarding safec and responsipic
use of social media applics o All members of
Grange Primary School communicy.

¢ THE SCIrm Socinl media may include (but is nos
Ilmitecd $0): blogLs: wikiss social nctworking sitecss
FOorumss bulictin Honrdss online gamings AppPss
videco/pRoto SRAring Sites; CRATIrOOMS And InStans
MEeSSCnEer.

e RIImempers of Grange Primary SCRool communicy
Aare cxpeceted 0 cngage in social media in 2 posisive,
SAFC ANd FeSPonsinvic mManner.

o RIIlmempers of Grange Primary School
COmMmMuRnity are adviscd not o publish speciric
and detallcd private S hougnts, COoncerns,
PICTUIFCS O MCSSNECS ON ANY SOCInl media
services, cspecially content that may be
considerecd threascning, hursful or
defAMmATory o otners.

e We will control ICArnCr ACCCSS U0 Social media
Wwhilst using sctting prowvided devices and systems
on site.

e THhe onlinec conducst of any memper of Grange
Primary SCRool COmMmunity on Social medin, snould
Be reporved 0 e DSL And will H e managed in
AccCordance with our anti-buliying, alicgavcions
ALRINST SCALFL, behaviour and child protcecetion
policiecs.



StTAFF induction and will be revisised and
communicatecd via reguiar SGAre sraining
opporstunisiecs.

o Sufec and profcecssional behaviour will be outiined
£FOr Al MCMHBCIS OF STALP (Including voluntCCrs) as
PArs of our code of conduct/chaviour Policy as
PArs of acccptabic use poliicy.

Repusasion
e RIIMCMBCErS OFf STALE are adviscd Chat theilr online

CORAUCST O SOCIAL MCUIA CAR RAVE AN IMPACT ONn Chelr
role and reputation within the setting.

o Glwil, Iegal or disciplinary acvion may e saken
if STAFF are found $O bring the profession or
insStitusion inNto disrepute, or if something is
£CIU 0 have undermined confidence in thelr
professional apilicies.

o RIIMCMBErs of Staff are advisecd o safeguard
sthemseclves and thelr privacy when using social
media sites. ndvice will e provided 0 STAaff via
SCALE sraining and By SEAring appropriase
suldance and rFesSources on A regular basis. This will
include (but is not Iimiccd G0):

o SCUTInE the privacy ievels of thelr personal
sises.

o Beingaware of iocavion sharing services.

o OPTing ous of publiic l1istings on social
nesworking sives.

o LO$EINE out of ACCOUNTS AFLTECI USC.

o HeCPing PASSWOords safec and confidenvial.

o ERSUFFING SCAFL do not represens thelr personal
views as that of Che sSesting.



¢ HMCIMBCIS OFf STAFE N'C CNCoUuragecd nos o idensviry
themsclives as cmployeces of Grange Primary SCnRool
Oon Shelr personil social networking accounsss this
is S0 prevent information on these sites frrom peing
Ilnked With Che Setting, and 60 sarfcgunrd Che
Privacy Of STAFf mempers.

e RII MCHMBCES OF STALF Arec cncouraged 6o carcrully
consider the information, including tCxs and
IMmAages, S HeYy SHAre and Ppost oniine and 60 CRSUIIC
St Shelr social medin use is compasibic with tneir
professional rolic and is in accordance our policics
and the wider professional and Icgal Pramcecworik.

o IRFOFrMNGION ANd CONGCHT CHAT STALFF mMCIMBers have
ACCECSS GO NS PArs of their cmploymens, including
PROTOS and personil information AHOUL ICAFrNCES
and their family mempers or colicagucs will not ve
sSharecd or discusscd on social media sises.

¢ HCHMBCES OF SCAFF will notiry the Leadersnip Tream
immedintely if they consider Shat any contens
sharcd on social media sites conflicts with thelr
role.

Communicaving with ICAFNCIS And PArcnes and Carcrs
e RIIMCMBEIS Of STALE Drec adviscd not o

COMMUNRICATEC WItH OF DA NS ‘Fricnds’ any current
OF PAST ICArNers or theilr Family members via any
personil socianl media sites, applications or
profiies.
o RRY pre-existing reintionsnips or cxececptions
SRRt may compromise this, will be discussecd
with DSL (0or depusy)



o IF OMEOINE CONGNCT WIth Iearners is rcquircd
once they have Ieft Che setting, members or
SR will He Cxpected 0 usSe existing alumni
RCCWOrks or usec offricial setting prowvided
communicasion Sools.

SCALF will ROt useC personil socinl media accounss o
CONRGACT ICAFNCES OF PAFCHES, NOFX SHOUIA ANY
COMGNACT HE AccCePted, Cxecept in clircumstance
WRErchy prior approval has bcen given by the
REeAJdTeACHECY.

RNy COMMURICATGION FI'OM ICAFNCES A nd PArents
rcocived on personil social media accounss will be
reporsved $o thhe DSL (or depusy).

SAfC Aand APPropriace use of social medin will be
CSAUERT SO ICAFMCES NS PAFS OFf an cmpedded and
Progressive Caucation APPIroACH, via age
APProprince sites and FesSources.

WE AFC AWAFC CRNC MARY POPUINY SOCINI Mmedin sites
STACGE NG ChEeYy are nos ror Children under GRe age
Oof 13, therecforc we will not Create accounss
specifically for Icarners under this age.

ARY CONCCIrNnS regarding iearners use of social
media will be deAlt with in accordance with
existing policies, including antil-Hullying and
Bechavious.

o GOonCerns willbe sharcd wWith PArCRtS/CAFrerS NS
APPIrOoPrince, parvicularily wnen concerning
underage use of social mecdia sitecs, games or
SOo0Is.

LeAarners will ve adviscd:
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o TO consider the benerits and risks of sharing
personildetails on social media sites which
could identify them and/or thelr locavion.

o TOORnIYyaAPPIrove and invitec known Fricnds on
sSocial media sives and GO giCny ACCeSS U0 OCHherS
By making profiics privase.

o HOG O mMeCeCt any online Fricnds withoust a
pareng/carer or other responsipic aduls’s
permission and only wihen A trusted aduls is
present.

o 'TOUSC SAFC PASSWOrds.

o TOUSC Social medin sites Which are appropriase
fOor theilr age and abilivies.

o HOW SO0 BIOCI And FCPOoIrt unwansecd
communicastions.

o HOW GO0 FCPONrt CoOncerns both within the sctting
and externaily.

o Grange Primary Scnool rececogniscs that personal
communicasion tRrougih moyiliec scennologics is an
AccecPpled PpArs of cveryday life ror ICarmners, Stare
And PAFents/CArcrs, but tcecnnologics nced o e
usecd safcly and appropriascly within the sctting.

9.1 EXDSUtRsions

e RIIlusec of personildevices (Including bust nos
IImitcd 03 GAVICTS, ENAMCS CONSOICS And ‘SMAry’
WastChes) and mobilc prones will sake piace in



accordance withh the Iaw and otRer appropriaste
policics, SuCh as antil-vullying, behaviour and child
prosection.

Elcetronic devices of any kind SRat are Hhrougnt
Onto Site Are Che responsivilicy of Che user .

o RIImempers of Grange Primary School
COMMURICY Are Adviscd $0 CAKE STECPS 0 Proveest
Sheilr mobilc prones or dewvices From 108S, Gher's
OF GAMNECS WE NCCCPHT NO responsibilicy for the
10SS, CHELt or damage of Such items on our
premises.

o RIImembpers of Crange Primary School
COMMUNRISY ArC AdVisSCd $0 USC PpAassSwWwords/pin
RUMBHErS $0 CRSUNFC CRAC unAuthoriscd calls or
actions cannot He made on their pRrones or
dewvices: passwords and pin numbers sShould be
kept confidential and mobilc phones and
personildcecvices sSnould not be snared.

HMobilc pRonecs and personil dcecvices are nos
permisoted 6o be uscd in specific arcas within the
Sitec SUuUCh as changing rooms, Sollcts and swimming
POOIS.

THe sSchnding of AHUSIVE OF INAPPIOPIINTGEC MECIESNECS
OF CONtCNY Vi mobilc PRONES OF personildevices is
forvidden By any memper of the communitys any
Brecacnes will He dealt With as parts of our bechaviour
policy.

RII members of Grange Primary SChRool communisy
are advisecd $0 ensure that their mopilic purones and
personildcecvices do not Contiain any content which
MAY e offensive, derogatory or would otherwise



¢ HMCIMBCIS OFf STAFE will CHSUure that usec of personal
PHoOneSs and devices takes pInce in accordance with
CHE Iaw, 2SS WEeIl A, rrelcvant policy and proccdures,
SUCHK A%: confidentiality, child protcecetion, data
SCourity and accecptapliec use.

¢ StAFP will be adviscd o2

o

Kcecp mobiic phronecs and personialdecvices ina
sSafc and scocure piace during iesson time.

Kecep mobilic pronecs and personil devices
sSwitecned off or sSwitched $o ‘silent’ mode during
IcsSsSOon times.

ENRSUNFC At BlUCTOOUR OF OTRCY FOrms oFf
communication (SUCH as ‘alrdrop’) are hidden or
disapicd during icsson times.

NOT usec personil devices during secaching
pCriods, unicss written permission Ras becn
Siven By She HeAad GCACKEeY,; SUCK S in
CMMCIECNCY CIFrCcuUmsStances.

ERSUreC tHAt 21y contcnt Hbougnts onto site via
mobilic pnonecs and personildcecvices are
cCoOmpavivic with theilr professional rolic and
cxpectations.



o RNy pre-existing reiationsnips, which could
undermine this, will ve discusscd with the DSL
(or depusy)

¢ SCAFS will Ot use personaldevices:

o TO SAKE PHOTOS OF Videos of Iearners and will
only use work-provided cauipmens £Oor Chis
PUrPOSEC.

o Directly With learners and will only use
work-provided cquipmens during
Iessons/caucational activivies.

o If 2 MmMCemMBEeY OFf STALL HIreaACHeS Our Policy, acvion
will be taken in l1ine With oulr CodC Of CONnAUCT/STARP
Behaviour and allegations policy

o IR AMCHMBCE OFf STAFP IS ChOUuERt o have illcgal
CONGCNS SAVEed OF STorcd On A moviliec pnone or
personaldewvice or have commisved A criminal
offence, the police will e constacsed.

o LCeArners will be caucated regarding the safe and
appropriaste use of personil devices and mopilie
PRONRECS And WiIll HC MAUAC AWAre of voundarics and
CONnSCQuUCnees.

¢ Crangec Primary Scnool CXpCcets ICArners’ personal
dewvices and mobiic pRONCS U0 HC ECPT A Che SChool
officec and switchecd off For the duration of the
SCROOl1 dAXy.

o IF]ICArNCE NCCUS $0 CONGNCT RiS/HECE PArCHNTS OF
carecrs thcy will be alilowed 0 use the tecicpnone in
thhe SChool ofrice.



o PArCHtS Are adwviscd 0 COntAct Cheilr child vin
Che setting office;s cxeeptions may be
PCrMIGTCH ON N CASC-VY-CASC Basis, as approved
DY CHEe HeAd CCACHEer.

+ HoOMilc pRHONCS OF personildecvices will not be uscd
bBY Iearners during icssons or formal caducasional
CiMC UNRICSS NS PAFS OFf AN approved and direcected
curriculum-PAscd ACtivity with coOnsSCens £1rom N
HACIHLOCY OF SGCALFE.

o THe use of personil mobiic punonecs or devices
£OI° A SPCCIfic CAUuCAGION PUFPOSC HOCS NOT MCAN
RNt bianket use is permiscsed.

o IR MCMBCErS Of SCAFS Ve an cducastionil reason
GO ALIOW ICArners o usec thecir moviic pRones or
PErsonildevices as pars of an cducational
Activicy, 16 will only take pIacec when approved
BY the Leadersnip Team.

o HoOMbilc pRONCS and personildcecvices mMust not ve
taken into cxaminations.

o LheArners found in posscssion of 1 mopilc puone
or personal device during an cxam will ve
reporsed $0 Cthe appropriate cxamining vody.
ThiS MAY FesSuls in the withdrawal Frrom CiCher
SCHAC CRAMiInAtion or All cxaminations.

o EIFJICArMCE BIrCACHEeS ChC policy, thhe pnone or
dewice will he confiscascd and will e held in a
sSecure piace.

o SEAFE MAY confiscate a learncr’s moviic punone
or dewvice if they belicve it is being uscd o
cContravene our vechaviour or bullying policy or
could contain youth produccd SCxuil imagery
(scxoing).



o SCeArcHes of mobilc pRone or personildcecvices
will only be carricd out in accordance with
sovernment policy.
www.ow.unk/ssovernment/publicasions/secarcni

ng-serecning-and-confiscasion)
o LCAFNCErS Mobilic PHONCS OF devices may be

scAarcncd by 2 memper of thhe Icadersnip secam,
WiIth Che COnsSCnt of CHe ICAINer O A parens/
CAarer. COontent may e deicted or requested $o
Be deleted, if i CONTIAVCNCS EOVeCrnmens
policies.

o HMobilc phoncs and decvices St have becn
confiscascd will e reicascd 0 PArenss or
CAFCIS G THC Cnd OFf The SCHROO1 dAy.

o If thereissuspicion that masterialona
Iearner’s personil decvice or mobiic pRONEC MAY
Be illegal or mMAY provide cvidenee reiating to a
criminal offence, the device will e handed
owver $0 Che police for Purvther invessigasion.

o Parcunts/carecrs and visitors (including voluntcers
and COntIACTONrS) MUusSt use thcir mobilc prones and
personildevices in School in accordanece with our
accecptaplic use policy and other associatecd
policics, SUCh a8: Aantl-Hullying, behaviour, child
proscevion and image use.

o We Will CHRSUure approprianse signage and
information is dispiaycd and provided 60 inform
BAFCNtS, CArers and visitors of cxpectations of
use.
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HCembers of Stare arec cxpeectced o Chaliecnge
visitors if thecy have concerns and will always
inform the DSL (Or deputy) of any BreacChes our
policy.

RII members of tihec community will He made aware
Of SHhe reporving proccadure £or oniine sarety
CONCCIANS, including: brecacnes of rilscring, yousth
producecd scxual imagery (sexving), cybvervullying
and lllcgal contcnt.

RII members of thhC COmMmunity must respecs
confidentiality and thhe nced o Follow the official
procecdures for reporving concerns.

0 ILCAFMCES, PAFCNGS ANd SCALF will be informed of
Oul COMPININGS ProcCUdUure And SCALLe will be
made aware of the whistichliowing proccdure.

We require Stare, PArencs, CArcrs and iearners to
work in parvtnersnip ¢o resolve oniine sSarcty
issues.

RAfter any investigations are compicted, we will
depricr, identify Iessons Iearnt and implicment any
policy or curriculum CRAnEes as requirecd.

If WEe AFC UNSUre Row $o procccd with an ingcidens or
CONCCIrn, the DSL (or deputy) will seck adwvice From
Che Education Safcguarding Tream.

WHhere there is suspicion that lllcgal activity has
SAaken pIace, we will contacs the Educasion
Safcguarding Team or ESSCX Police using 101, or 999
if shere is immedinte danger or risk of Rarm.
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o IFAN Incidens or CONRCCIrN NCCUS $O0 HEC passcd beyond
our communisy (For cxampiec if other Iocal SCovings
are involved orF Che Public mMay e At risk), the DSL oFr
deputy will speak with ESSCX Police and Che
Education Safcguarding Tream £irss 60 ensure tRas
potential investigations arec not compromiscd.

e THC DSL (0or deputy) will e informed of any online
safety incidenss involving safeguarding or child
ProtecTion Concerns.

o THe DSL(Oor depusy) will record these issues in
Iine with our Child protection poliicy.

¢ THEC DSL (Or deputy) will CHSure that online safesy
COMCCIrNnS Are escalased and reporved o reicuant
agencies in Iine with the ESSCX Safcguarding
Children Board tRIreSHolds and proccaures.

o We will infFOorm PArenss and carers of online safety
incldents or concerns involving tnelr child, as and
when reqguirecd.

¢ RRY COMPINING NHBOUT STAFE misusec will e referred
GO0 TG HCAUGECACHEN, in Accordance with the
allecgations policy.

o RRY AlICENCIONS FEEAFrAINnE 2 MCMBCE OFf SCAre’S
online conduct will ve discusscd with the LADO
(Local RUthority Designased ofricer).

o Rpproprinte action will ve Saken in accordance
WICH our St behaviour policy/code of conducs.



iz, Proocdures for Responding so Speviftie
ORIine Invidents OFr CORUSIrAS

o OUN SCTHINE has Accesscd and understood “sexual
wviclience and Sexuil Rarassment besween children
in SChools and colicEes” ((2018) Suldance and PAars s
of ‘Heeping children safe in caucasion’ 2018.

o Erange Primary Scnool recognises that sexual
wiclence and Sexuial Rarassment between children
can take piace online. Examplies may includes
non-conscnsuinl Sharing of sexuil images and
wideos, sexualisecd online bullying, online coercion
and CSRFeATS, URWANRTCH SCXUuAl COmMMmMEenss and
MCSSAECS On SOCcial media, and online sexual
exploisavion.

o Fulldetails of how we will respond 0 COncerns
reiating o sexual violience and sexual
HArassSmens between children can be found
within our child protvection and antl-buliying
policy.

o Erange Primary Scnool recognises shat insernes
BIrings the Potenuial O THE IMPACT OFf ANnY SCxual
wiclence and Sexuil Rarassment concerns o
extend furtiher than the lIocal COmmunisy, and £0r a
wictim or alleged PerpPetrator o become
marginaliscd and excluded by online communisies.
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Grange Primary School a1so rececognises the
potential for repeat victimisation in the fusure if
abusive content continues 0 CXiIsSt SoOmcwnere
oniine.

Grange Primary SChool will ensure that all
MCeCMBbCrs of thC COMMUNRICY AFC MAUC AWANre of Cthhe
potential social, pSychological and ecriminnl
conscgucnees of online scxual vioience and sexual
RAarassment between Children by impicmenting a
FAaREe of ngc and ability appropriate caucasional
MCCHROUS AN PAFG OFf our PSHE and RSE curriculum.
wWe will respond 60 COnCerns regarding online
scxual viclenee and SCXUuAl RIarassment vesween
children, regardicss of whether the incident ook
PIRCC ON OUNF Premises or using our caquipmens.

If made aware of online scxual vicience and sexuail
RAFraASSMent, we wills

o Immedintely notify the DSL (0 deputy) and et
in accordance with our Child protcetion and
anti-bullying policics.

o If content is containcd on iearnecrs cicetronic
dewices, they will he managed in accordance
With She DPE ‘scarching scrcecening and
confiscation’ adwvice.

o PIrOVide CHC RCCCSSAFY SAFCEUNFUS Dnd SUPPOIS
fFOr All Icarners involved, SUCh as offering
specific advice on Blocking, reporting and
removing oniine contens, s well as providing
APProprinse counscCliling/PAsSvoral SuUPPoOrsv.

o INMPICMCNT APProPprinte sancvtions in
accordance with our bechaviour policy.

’
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o INFOFIM PAFCNRGS AN CAFCES, iFf appropriase,
abous the incident and Row it is being managed.

o I APPrOoPriNGEe, MAKEe A referral to partner
ageneciecs, SUucCh s Children’s Social work
sService and/or ESSCK Police.

o If thhe concecraminvolves children and younsg
PCOPIC N6 A diffcrent cducational setting, work
in partnecrsinip with other DSLS GO0 CRSUre
APPropriaste sarfcguarding acvion is taken in
the wider lIocal communicy.

- P ;A criminaloffcnee has veen commissed,
Che DSL (or depusty) will discuss this wich
ESSCX Police £irst o cnsure that
investigasions arec not compromiscd.

o Rewview the handiing of any incidents $0 cunsure
CHAG BEeSt pracvice was impiementecd, and
POLiCICS/ProCCUHUICS NI'C DPPIroprincte.

11.E Youth Produced Sexunl Imngery ("sexoing”)

o CGrange Primary Scnool rceccogniscs youth produccd
SCRuAl imagery (Known as “sexting”) asa
safcgunrding issuecs all concerns will e reporstecd
0 and denls with by the DSL (or depusy).

o We will FolIow CHe adwice s SCU out in the
NON-SEACUGOrY UHCCIS uldance: ‘Scxuing in SCnools
and collicges: responding o ingcidenss and

safcguarding youns pecopic’: “Responding o youtin
producecd scxual imagery”.

‘


https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis
https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis
https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis

PrCUCHREAGIVE APPIFOACHES, Wia 2 range of age and
ABLIICY appropriate caducasional methods.

o We will respond $0 CORCCInS regarding youtin
produccd scxuil imagery, rcgardiess of wnhetner
the incident SO0k pInce On Site or using setting
provided or personal cauipment.

o We will not:

o Wiewanyimages suspecscd of being youtin
producecd scxual imagery, uniess there is no
OGRCI POSSibIC OPtion, OF THEre is A ciecar need or
FCANSON $O U0 SO0.

- IfPiGis deecmed necCesSsSary, the image will
only be vicwed by Che DSL (0 deputy DSL) and
Shelr jusstification for vicwing the image
will be ciearly documensed.

o SCnd, SHAFC, SAVEe OFr MAKe copics of contecns
sSuspectcd o e an indecent image of 2 child (1.e.
youth produccd sexuil imagery) and will not
AL1I0W OF FCHUECST ICArNCrS GO U0 S0.

o IFmMAade aware of an incident involving the ereation
or distribution of youth produccd scxuil imagery,
we willls

o ROt inaccordance with our child proscetion
policics and GRe reicuyant ESSCK County Council
Safcguarding proccdures.

o ENRSUure the DSL (or deputy) responds in lIinec with
Che ‘Sexting in SCRools and collicges: respondin
G0 incidenss and safcguardin Oun cople’
suldance.

o StOore the dewvice secocurely.
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If an indecens image has been saken or
sRared on our netWork or devices, we will
ACT SO0 BIOCK ACCESS O All users and isolase
She image.
CArry out A FisSk asscssmens which considers
ANRY vUuiInerability of iIearners involveds
including carrying ous reievant CReCks with
OotHer agencies.
IRFOrM PAFCNTS ANd CArers,; if appropriase,
ABOUL the incidens and how 1t is being managed.
Make a referrial o Children’s Social wWork
Service and/or the Police, as deemed
APPropriace in line with the VKCCIS : ‘Sexving in
hool )} SN ndain inciden
nd s uArdin wm 1e’ guidance.
Provide tHe BCCeSSArY SAfCSuArds and SUPPOrs
£Or ICArNCrs, SUCh As offering counseliling or
PASCOral SUPPOrs.
IMPICIMCHS APPIroPriate sSanctions in
accordance with our behaviour policy bus
SAKiIng care nos o furtner straumatise victims
where possivle.
consider the delietion of images in accordance
With CHe UHCCIS: ‘Sexting in Schools and
collesges: responding 6o incidenss and
safesunrding youns people’ guidance.
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o Rewview the handiing of any incidents $O0 cunsure
CRRAG BesSt pracvice was impiecmenteds the
IcAadersnip tecam will AIso review and updase
ANY MANNECIMCHNT PIrocCHUreSs, WHeEKre
HECECSSANrY.

113 Onitne Ohild Sexunl AbuSSe nund Explioisnsion
(nolnding onilid oriminnl xploionvion)

o Grange Primary SCnool will eunsure SRas all
mMembers of the COmMmunity are aware of online
Child Sexual ADUSE, inciunding: explioitasion and
E£rooming: e CONSCAUCHCES: POSSIDIC APPIOACKHES
wWhich may be emplioyed by offenders o targes
Children and ROW 0 respond U0 CONCEerns.

o Grange Primary Scnool recognises oniine childa
Sexual abuse and exploistasion (including criminal
EXPIoICATGION) AS A SAafetunrding issue and, As SUCHh,
Aall concerns will be reporved o and deals With by
ORe DSL (OF depusy).

¢ We will implement Preventative approacnes ror
online Child SCxuinl abusec and exploitacion
(Ancluding criminal CxpPIoitaAtion) via A range of age
AN ADLNICY APPrOPIrIATE CUUCATION FOF ICArNEYrS,
SCALE and parents/carers.

¢ We will ensSure tRas all membpers of the CoOmmunicy
AFC AWANreC OFf CHE SUPPOrs avallapie regarding
online Child SCxuinl abuse and exploitacion
(Ancluding criminal cxploitation), YOoUh IoCAllYy and
nasionally.

o We will ensure tRat the ‘Click CEOP’ FePors button is
wvisiblie and avallablie o Iearners and other
members of our Communisy.



o IFmMAade aware of incident involving online child
SCRuAl abuse and cxplioitation (including criminal
cxploitation), we will:

©)

Ret in accordance with our child protcetion
policics and CRHE FeICUant ESSCX Safcgunrding
Proceuaures.

P APProprinte, Store any dewvices involved
securely.

Hake a referral o Childrren’s Social wWork
sSerwviece (if recquircd/appropriase) and
immedintely inform ESSCX police vin 101, OF 999
1f 2 child is a6 immedinse risik.

CArry ous a risk asscssment which considers
any vuinerabiliviecs of icarner(s) involved
(Ancluding carrying ous recicvant cuneccks wicth
other ageneies).

IRFOFMM PAFCHRTS/CArCErS ADOUS the incidens and
Row i¢ is being managed.

Provide tC RCCCSSAFrY SRFfCEUNrdS and SUPPOrs
FON ICAFNCIS, SUCHK 2SS, offering counscliiing or
PASTOral SUPPOIrT.

Rewview the handiling of any incidents $0 cunsure
STt eSSt pracrice is impicmenteds iIeadersnip
tcam will revicw and updaaAte ANy mManngecmens
ProCCUHUuNrCSs, WHECIC HECCCESANYY.

o We willrespond 60 CONRCCIrnS regarding online child
SCRUuAl aAbuse and cxploitation (including eriminnl
exploivtation), regardicss of whether the incidens
GOOK PINCC ON OUN PIreMmiscs or using seovting
prowvided or personil caquipmens.

©)

WHere possipic, icarners will ve involved in
decision making and if appropriase, will be



cmpowered o FeCPort COncCerns SUCh as via the
Click CEOP repors:
WwWww.Ceop.police.uk/safety-cencre/

o IfWe Aareuncliear wnetner a criminal offence nas
e CoOmmisted, the DSL (0 depusy) will optailn
adwvice immediately tRrousgsih tne Educasion
Safcguarding ream and/or ESSEX Police.

o IEMade aware of inselligence or informacion wihich
MAY Felate o Chlld sexual explioitavion (On or
offiine), 1t will e passcd ShIrousgh o the Chnild
Sexual Exploitation Team (CSET) by the DSL (or
depusy).

o IRICArNCES AT OUHEeY SCtting are velieved o have
Been targeted, the DSL (or deputy) will SeCk SUPPort
FIrom ESSCX Police and/or the Education
Safcguarding ream FIrst o CRnSUre thast potsential
INVeStiEAtions Are not compromisecd.

ii.4 Indeocnt Innges of Uhildren (XX0U)

o Grange Primary Scnool will cunsure Shat all
MCeMBCrs of tHC COMMURNRICY AFC MAUC AWANreC of Chhe
POSSiBIC conscaguenees of accessing Indeecens
Images of Childaren (xx0€).

e We willrespond $0 CORCCINS FeEArding I10C On our
cquipment and/or personil cauipmens, cven if
AcCceSSs OOk pInce ofe sise.

e We Wwill SCCK $0 Prevent NccCidential access o II0C by
using an ingernecs Scrvice provider (ISP) which
SUuPSCIrives o Che Internect Wateh roundastion vlock
IISTG and by impicmenting appropriaste riisering,
Fircwalls and ANtGl-SPAM SOFtWare.


http://www.ceop.police.uk/safety-centre/
https://www.kent.police.uk/childabuse/
https://www.kent.police.uk/childabuse/

o IFWeE arecuncicar if 2 criminnl offecnce has bcen
commisted, the DSL (or deputy) will obtain advice
immedintely SRrough ESSCX Police and/or the
Educasion Safcguarding Team.

o IfMaRde nware of I10C, we wills

o REetinaccordancec with our child protcetion
POolicy and CRe rFelCcuant ESSCK Safcguarding
Proceuaures.

o StOFreany dewvices involved secocurcly.

o INMmMmCUINCClY INFOrm aAppropriate
OFrEANISNCIONS, SUCH S CIEC INGCIrNet WAateh
Foundasion (IWr), EsSsSCx police or the LRDO.

o IFf MAAUC AWANC CTRATC A MMCIMDECE OF SCALFFE OF A ICArNer
Ras been inndvertently Cxposcd 0 indeceent images
of children, we wills

o ENSUFC tRAC the DSL (or deputy) is informed.

o ENSUFC CRAC CRC URLS (WCHBRAEC AdUrCSSCS)
WhiCHK cOontain tHe SUSPeCes images are reporved
GO0 GHEC INtCrnect Watch roundasion via
WWw.lwe.0rs. uik .

o ENRSUNFC GCRAGANRY Ccopics ChNt CXiISt of Che image,
for cxampliec in cmails, are deliesed.

o RCPOFT  CONCCINS, AN APPIrOPIrINTGE TGO PArCNntGS and
CArCES.

o IFmMAdeC aware that indeceent images of children
hRave becn found on the setting prowvided devices,
we wills

o ENSUFC tRAt the DSL (or deputy) is informed.


https://www.iwf.org.uk/

o HNISUNFEC CHAC CRE URLS (Wehpage addresses)
WhiCh coOntain thHe SUSPeCcs images are reporsed
GO CIe INCernet WatCh roundasion via
WWW.iWE.0r s NIk .

o EBISUNFC CHACARY COopilics Chat exist of the image,
for exampie in emalls, are deiesed.

o ImfOorm the police via 101 (999 if there is an
immediase Fisk of Rarm) and Children’s Social
WOrk Service (as appropriase).

o OmMlY SCOoFre copics of images (seccurely, wnere no
ONEe CISC RAS ACCESS 0 them and delese all other
Ccopics) At the rFequess of the police only.

o RCPOrT CONCEINS, AS APPIrOPriAGe GO PArents and
cAarers.

o P MANUC AWAFC SHAC X MCMBCY OFf SCAFP is in
PoOosscssion of indeoent images of childrrcn on
setting provided dewvices, we wills

o ENSUFC CRAC CHC HCAd CtCAaCher is informed in
Iine With our mMARAEIng NIICENAGCIONS NEXRINST
STAPL policy.

o ImfOorm the LoCAl Ruthority Designased orricer®
(LADO) and other reicvant organisasions in
ACCOrAINCC WICH OUL IMANAEINE NlIcEAGIONS
ALAINSS SGAPFE policy.

o QuAarantine any dewvices until police advice Ras
BeceCn SOugEns.

1.5 Oybervullying

o Cybervullying, along with il oCRer forms of
Bullying, will ot e tolerastcd 2t Grange Primary


https://www.iwf.org.uk/

o Fulldetails of how we will respond 0 cybervullying
Are sct ous in our anti-Hullying policy.

o ORnIine RAGC CONntCHnS, dircctecd Gowards or posted by,
speeoific members of the community will not be
Solerated At Grange Primary SChRool and will ve
responded $0 in Iine wWith existing policies,
including anti-bullying and bchavious .

e RIImempers of tihc communicsy will be adwvisecd o
FCPOors online RNste in AcCCcordance with rcicuvant
policies and proccaures.

e THhe Policc will be contacted if a criminal offenee is
sSuspecsed.

o If WE AXrC UNRCICAN O HOW TO FCSPOMN, OF WHECTHECY A
criminal offcneec has vecen commisted, She DSL (or
depusy) will obtain advice tRrough the Educasion
Safcguarding Trecam and/or ESsSCx Police.

e RIIStAF: membpers have reccived PREVENT training
and know Row $0 rececognise radicalisation.

o We Will tAKE AL FCASONNBIC PrecAaAutions 6o CNSure
CHRAG ICAFrNCES AN STALE Are safec From terrorist and
CROFrFCMISt material when accessing the interncs on
sise.

o If We are concecrncd that i child or parent/carer
MAY BEC AC FiSk of radicalisation online, the DSL (0r
depusy) will ve informed immediasely, and action






